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Motivation

Primes are a common topic among
computer scientists and
mathematicians.

This is because they have many
useful mathematical properties!
One popular application is
asymmetric cryptography, which we
will talk about later.




Prime vs. Composite

A positive integer is composite if it can be written as the product of two smaller,
positive integers.

N is composite if and only if

da,be (I, N),N=a xb

A number is prime if it is not composite.

In other words, its only factors are 1 and itself.



The Fundamental Theorem of Arithmetic

It has the word “fundamental” in it, so you know it's important!

Fundamental Theorem of Arithmetic: Every number can be written as a unique
product of prime numbers

Examples (Not a proofl!):

e 100=4-256=2-2-5"-5
o 2020=2-2-5-101



Activity

At home, try to come up with an algorithm that finds the prime factors of a given
number, N. Then use it to try to factor the numbers 2020 and 2021.



Runtime of Prime Factorization

A number that is a product of two large primes can take an extremely long time to factor.

Consider the number

2519590847565789349402718324004839857142928212620403202777713783604366202070759555626401852
5880784406918290641249515082189298559149176184502808489120072844992687392807287776735971418
3472702618963750149718246911650776133798590957000973304597488084284017974291006424586918171
9511874612151517265463228221686998754918242243363725908514186546204357679842338718477444792
0739934236584823824281198163815010674810451660377306056201619676256133844143603833904414952
6344321901146575444541784240209246165157233507787077498171257724679629263863563732899121548
31438167899885040445364023527381951378636564391212010397122822120720357

It is 617 digits long, and 2048 bits. It is also the product of two large primes!
It is estimated that it would take a classical computer around 300 trillion years to factor this![QL]

This is the foundation of RSA Cryptography.


https://www.quintessencelabs.com/blog/breaking-rsa-encryption-update-state-art/#:~:text=It%20would%20take%20a%20classical,RSA%2D2048%20bit%20encryption%20key.




Terminology

“Public Key”
Used to encrypt messages

“Private Key”
~0 Used to decrypt messages

Important Rules:

1. The act of locking and unlocking (aka encrypting and decrypting) our lock
shouldn’t alter the contents of the message.

2. Observing the public key can'’t give you any information about the private key



RSA Encryption and Decryption

a Part of your “public key” is a number N that is a multiple of two numbers, p
and q.

Your “private key” is dependent on p and g, so they need to be difficult to
figure out.

~Q

Now we know how to make p and q difficult to figure out... make them prime! Then it
will be near impossible to factor N and find out p and q!



Modular Encryption

We are going to to encode and decode a number x.
E Public key: (e, V) @ Private key: (d, N)
Encrypt: y = ¢ mod N Decrypt: = y% mod N

Important Rules:

1.  The act of locking and unlocking (aka encrypting and decrypting) our lock shouldn’t alter the

contents of the message. d
(z¢)* mod N = x

2. Observing the public key can’t give you any information about the private key
Given e and IV,

someone shouldn't be able to figure out d.



RSA - picking N, e, and d
a (e, N) «® (d,N) N = p X q, p and q are prime

Fact:
Ifr=1 (mod (p—1)(q—1)),

then 2" mod N = z.

So, we define e and d such that
exd=1 (mod (p—1)(q—1))




RSA Example

p=3,q=11, N=33, (p—1)(¢g—1)=2x10=20
e=7,d=3,3x7mod 20 =1

Encrypting the number 2 :

y = 2" mod 33 = 128 mod 33 = 29
Decrypting the number 29 :

y = 29° mod 33 = 24389 mod 33 = 2



Why is this secure?

What an attacker knows:

e and [V,

(z¢)? mod N = z,

exd=1 (mod (p—1)(¢g — 1))
N =pxgq



Why is this secure?

What an attacker knows:

e and [V,

(:Ee)d mod N _ QZ‘, e 292 mod 33 = 2,

but also

2913 mod 33 = 2,
e X dE ]. (IIlOd (p_ ]-)(q_ ]-)) 2923 mod 33 = 2,
2933 mod 33 = 2,
29%3 mod 33 = 2,

Could be true for many values of d,

N =p Xq




Why is this secure?

What an attacker knows:

e and [V,
(z¢)? mod N = z,

exd=1 (mod (p—1)(¢— 1)) —ENerrril

N =p Xq




Why is this secure?

What an attacker knows:

e and [V,
(z¢)? mod N = z,
exd=1 (mod (p—1)(¢g — 1))

N=pxq -

Given e and NV,
someone shouldn't be able to figure out d.




Takeaways

Primes are important!
They have many useful mathematical properties.
Products of large primes are hard to factor.

The basic reasoning behind RSA and why it works.

(Future lesson: generating keys)



Thank you for your attention!



